
Offchain Security Model Auxiliary 1

Offchain Security Model Auxiliary
Bucket Security Method Points Maps & Requirements Maps
NB: ABK points can only be applied after verifying credentials (logging in)

Bucket Level 0

Security Method Points Map

Name Points

Active Browser Key (ABK) 20.0

Email OTP 5.0

Authenticated Credentials 1.0

Authenticator MFA 0.0

Mobile SMS MFA 0.0

Passkey MFA 0.0

Ethereum Signer 0.0

Points Ruleset Map

Security
Action

(Points)
Requirement

Notes

Login 5.0

Reset Password 5.0

Add
Authenticator

26.0
Requires all security measures to add an MFA
method: user will need to be on an active device.

Add Mobile SMS 26.0

Add Passkey 26.0

Change Email 26.0

Change
Authenticator

999999.0

https://www.notion.so/Active-Browser-Key-ABK-a31858db23b14ed98884a8900a0d23aa?pvs=21
https://www.notion.so/Email-OTP-e3ef50d54cc34f99934c643301c4c4dc?pvs=21
https://www.notion.so/Authenticated-Credentials-bb707e75a1bb41069c57c3876cb3d42e?pvs=21
https://www.notion.so/Authenticator-MFA-3b814c8531c14238bfaf4d519f8559d6?pvs=21
https://www.notion.so/Mobile-SMS-MFA-7fa8f2e3b80c43fb95b68764e2b4a2fb?pvs=21
https://www.notion.so/Passkey-MFA-0ccc1d672b1348f2a61e7a53f7a835cf?pvs=21
https://www.notion.so/Ethereum-Signer-bb855247d37c4c879f1e99cdc3784093?pvs=21
https://www.notion.so/Login-2889ef35732f4dbfba233cb1dea3e070?pvs=21
https://www.notion.so/Reset-Password-c3f317e98a0f47eeaa37376d4d802921?pvs=21
https://www.notion.so/Add-Authenticator-cd6d9ac389484a6ab06ad2b8db7dc85c?pvs=21
https://www.notion.so/Add-Authenticator-cd6d9ac389484a6ab06ad2b8db7dc85c?pvs=21
https://www.notion.so/Add-Mobile-SMS-091f07e8f3154910b118e987b7a17fd2?pvs=21
https://www.notion.so/Add-Passkey-4df1956b94b34bdf94a7cb9b4f5915db?pvs=21
https://www.notion.so/Change-Email-35f1b4b7a9ee4449a07818d5e83e2c47?pvs=21
https://www.notion.so/Change-Authenticator-40ebe0c7514e41d088abe90c76647af6?pvs=21
https://www.notion.so/Change-Authenticator-40ebe0c7514e41d088abe90c76647af6?pvs=21
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Security
Action

(Points)
Requirement

Notes

Change Mobile
SMS

999999.0

Change Passkey 999999.0

Get MFA
Signature

6.0
Ensures Bucket 0 Requires Credentials + Email
OTP

Bucket Level 1

Security Method Points Map

Name Points

Active Browser Key (ABK) 20.0

Email OTP 5.0

Authenticated Credentials 1.0

Authenticator MFA 10.0

Mobile SMS MFA 10.0

Passkey MFA 10.0

Ethereum Signer 10.0

Requirements Map

Security Action (Points) Requirement

Login 5.0

Reset Password 15.0

Add Authenticator 30.0

Add Mobile SMS 30.0

Add Passkey 30.0

Change Email 30.0

https://www.notion.so/Change-Mobile-SMS-57678e974a684203a8e7031b2dfdb5be?pvs=21
https://www.notion.so/Change-Mobile-SMS-57678e974a684203a8e7031b2dfdb5be?pvs=21
https://www.notion.so/Change-Passkey-78f4394e05094d3db29482dab39f28e8?pvs=21
https://www.notion.so/Get-MFA-Signature-86cdcb1fc17b4123a9f9a3176c6ce010?pvs=21
https://www.notion.so/Get-MFA-Signature-86cdcb1fc17b4123a9f9a3176c6ce010?pvs=21
https://www.notion.so/Active-Browser-Key-ABK-5693097dbcd44124a5b0011b23e782cb?pvs=21
https://www.notion.so/Email-OTP-b62e0ff6643e4e0087aa1b5ad4cd9e0a?pvs=21
https://www.notion.so/Authenticated-Credentials-34da181707ae4684a37a437a1acec6a8?pvs=21
https://www.notion.so/Authenticator-MFA-d6ba38c0532640639e63e8c1f6b725d8?pvs=21
https://www.notion.so/Mobile-SMS-MFA-1b495520537f41ab999b4bc5ccf810d9?pvs=21
https://www.notion.so/Passkey-MFA-9c579f9a74784514bd8b03fee047487f?pvs=21
https://www.notion.so/Ethereum-Signer-adcf1fb994e84368b39a10a57eb848f5?pvs=21
https://www.notion.so/Login-26a32ae5a85748679d5b37f8c2fd7772?pvs=21
https://www.notion.so/Reset-Password-f7c38f9009d34084b22636e2f513146e?pvs=21
https://www.notion.so/Add-Authenticator-a177e6b06b7444ad858705ff281f25bd?pvs=21
https://www.notion.so/Add-Mobile-SMS-91ac348074d548759083910d860af775?pvs=21
https://www.notion.so/Add-Passkey-dd827927b7414757870a78341d1e7d2c?pvs=21
https://www.notion.so/Change-Email-d0bd6754558740faaa2bc2cbb9ca7e46?pvs=21


Offchain Security Model Auxiliary 3

Security Action (Points) Requirement

Change Authenticator 26.0

Change Mobile SMS 26.0

Change Passkey 26.0

Get MFA Signature 7.0

Bucket Level 2

Security Method Points Map 

Name Points

Active Browser Key (ABK) 20.0

Email OTP 6.0

Authenticated Credentials 1.0

Authenticator MFA 10.0

Mobile SMS MFA 10.0

Passkey MFA 10.0

Ethereum Signer 9.0

Untitled

Requirements Map

Name (Points) Requirement

Login 6.0

Reset Password 15.0

Add Authenticator 30.0

Add Mobile 30.0

Add Passkey 30.0

Change Email 31.0

https://www.notion.so/Change-Authenticator-97fee838c52541cba389c5ed4f0c23a1?pvs=21
https://www.notion.so/Change-Mobile-SMS-44fbc36c64b440b6848a0f0c8f92eaae?pvs=21
https://www.notion.so/Change-Passkey-a948f039f6ff46d9acb0e294c49e7de1?pvs=21
https://www.notion.so/Get-MFA-Signature-b84aba5521354cd282f2a36d2ea305a9?pvs=21
https://www.notion.so/Active-Browser-Key-ABK-9c8f7b3659844a4983b361becb1d81bc?pvs=21
https://www.notion.so/Email-OTP-9522fddba3e6426aa85ef5dc93971e10?pvs=21
https://www.notion.so/Authenticated-Credentials-ae61a1060fae4488a342febb192afa92?pvs=21
https://www.notion.so/Authenticator-MFA-dcdc3dcdaa0041858ec58a1ba55d49de?pvs=21
https://www.notion.so/Mobile-SMS-MFA-22a18a259289455d99b21d7b58ed02cd?pvs=21
https://www.notion.so/Passkey-MFA-be1de79d7fcd4f978f3003a1f219188f?pvs=21
https://www.notion.so/Ethereum-Signer-be3e35c05db54a6abf7306c01a3d5724?pvs=21
https://www.notion.so/b5e03dd8061d476dbc85eec6522c2d82?pvs=21
https://www.notion.so/Login-eb5762900b9e4bc6b37062d3c4c5b730?pvs=21
https://www.notion.so/Reset-Password-005c4f0d642247ff87f0e36a980678e9?pvs=21
https://www.notion.so/Add-Authenticator-4fc6614e20464047be1bff26adcd6e6a?pvs=21
https://www.notion.so/Add-Mobile-cddda30463484e2a84e23f0bad828b2d?pvs=21
https://www.notion.so/Add-Passkey-52a87b0cb4c54e51b356f9a61e9080a0?pvs=21
https://www.notion.so/Change-Email-5138f855a00143d8bbed88d224265606?pvs=21
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Name (Points) Requirement

Change Authenticator 28.0

Change Mobile 28.0

Change Passkey 28.0

Get MFA Signature 9.0

Bucket Level 3

Security Method Points Map

Name Points Notes

Active Browser Key
(ABK)

15.0
Reduced too — want slightly more influence on MFA, why
else would user have 3x?

Email OTP 1.0 Considered unsecure

Authenticated
Credentials

1.0

Authenticator MFA 11.5

Mobile SMS MFA 11.5

Passkey MFA 11.5

Ethereum Signer 10.0

Requirements Map

Name
(Points)

Requirement
Notes

Login 9.0
Requires an additional security method such as
Mobile SMS on top of Email OTP.

Reset Password 15.0

Add Authenticator 30.0

Add Mobile 30.0

https://www.notion.so/Change-Authenticator-e6dbf683ebbe4c10a60a5cb9574f9aad?pvs=21
https://www.notion.so/Change-Mobile-1de6e7d27a484932a7a952763ebf3211?pvs=21
https://www.notion.so/Change-Passkey-5801fc9c04124816a8cacae63d6fd841?pvs=21
https://www.notion.so/Get-MFA-Signature-d2055bd7e132460db0d309e85abf4f75?pvs=21
https://www.notion.so/Active-Browser-Key-ABK-8069655885804992b7e3f03f2f04d679?pvs=21
https://www.notion.so/Active-Browser-Key-ABK-8069655885804992b7e3f03f2f04d679?pvs=21
https://www.notion.so/Email-OTP-b7c0d3bb9aae4e0194fc19eed09fba83?pvs=21
https://www.notion.so/Authenticated-Credentials-1cfea2663d8f436eaa816def908f0e8f?pvs=21
https://www.notion.so/Authenticated-Credentials-1cfea2663d8f436eaa816def908f0e8f?pvs=21
https://www.notion.so/Authenticator-MFA-e78f76eb1ed04d69a47d0560c7724a31?pvs=21
https://www.notion.so/Mobile-SMS-MFA-e9362e04222b450a93e97218058fbe07?pvs=21
https://www.notion.so/Passkey-MFA-ce67ee2b2eec41a99471ee6627b4f026?pvs=21
https://www.notion.so/Ethereum-Signer-ea65decf0eca41359db464ae54264c9c?pvs=21
https://www.notion.so/Login-4bc7959b98194964a26daaaca4b066aa?pvs=21
https://www.notion.so/Reset-Password-bbb81b527e29449487bedf1713726840?pvs=21
https://www.notion.so/Add-Authenticator-b4e62077cfce4aa7a1868a04fd53518d?pvs=21
https://www.notion.so/Add-Mobile-7915c0f6819c44ceaf8d3998e6304b0e?pvs=21
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Name
(Points)

Requirement
Notes

Add Passkey 30.0

Change Email 32.0

Change
Authenticator

25.0

Change Mobile 25.0

Change Passkey 25.0

Get MFA
Signature

9.0

Bucket Level 4

Security Method Points Map

Name Points

Active Browser Key (ABK) 15.0

Email OTP 0.5

Authenticated Credentials 1.0

Authenticator MFA 10.0

Mobile SMS MFA 10.0

Passkey MFA 10.0

Ethereum Signer 9.0

Requirements Map

Security Action (Points) Requirement Notes

Login 10.0

Reset Password 24.0

Add Authenticator 0.0

https://www.notion.so/Add-Passkey-01bcefeb1a7e4a058c01137bb5554949?pvs=21
https://www.notion.so/Change-Email-43b1ee8bdf0242159677d1acfec1ec8e?pvs=21
https://www.notion.so/Change-Authenticator-afcbb4bb46ef4e4ba2a5e24174390996?pvs=21
https://www.notion.so/Change-Authenticator-afcbb4bb46ef4e4ba2a5e24174390996?pvs=21
https://www.notion.so/Change-Mobile-6a7effb848e646c3acc743bf04ed06f5?pvs=21
https://www.notion.so/Change-Passkey-78ac7a2fdd0b439a8453cee6278498e1?pvs=21
https://www.notion.so/Get-MFA-Signature-2f2ab4fd61244a47bbc406b6899a9abd?pvs=21
https://www.notion.so/Get-MFA-Signature-2f2ab4fd61244a47bbc406b6899a9abd?pvs=21
https://www.notion.so/Active-Browser-Key-ABK-d4f5c282a8c1476e9f01548ee6f4c410?pvs=21
https://www.notion.so/Email-OTP-077827077fbd487a9819c3d078a355fa?pvs=21
https://www.notion.so/Authenticated-Credentials-20a151de33c941abbab515fd8dc6b1f1?pvs=21
https://www.notion.so/Authenticator-MFA-4c27f0667b4a4691bf12c93aef5e18ab?pvs=21
https://www.notion.so/Mobile-SMS-MFA-5f6395b0f6d84e119d25366287a21c1a?pvs=21
https://www.notion.so/Passkey-MFA-5f6db1410ef14ab5b6b3cd6c6bd94d74?pvs=21
https://www.notion.so/Ethereum-Signer-653d5b6e7ad844dda70477609be93c47?pvs=21
https://www.notion.so/Login-c32f73456953496eaea936fc13e8addf?pvs=21
https://www.notion.so/Reset-Password-713b49eecbe0422191f380859ba4107f?pvs=21
https://www.notion.so/Add-Authenticator-35c6605eb168444c9a35140a15a49f6f?pvs=21
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Security Action (Points) Requirement Notes

Add Mobile SMS 0.0

Add Passkey 0.0

Change Email 32.0

Change Authenticator 27.0

Change Mobile SMS 27.0

Change Passkey 27.0

Get MFA Signature 6.0

User Security States
Exhaustive tables of user loss and hack states.

NB (I): Only the minimal criterion are shown. I.e. for a hack/loss state of x, y, z: any 
hack/loss states including x, y, z, t are ignored.

NB (II): In general, stealing an unlocked [Device, Mobile] is equivalent to stealing email

NB (III): “+” is equivalent to logical AND

NB (IV): “,” is equivalent to logical OR

NB (V): “Other MFA Method” refers to any MFA method not in the hacker’s possession 

Bucket Level 0

New User [No Security Methods]

Hack States [New User]

Hacker
Initial
States

Action Path Notes

Hacker
Steals
Email

→ Reset Password → Login → Get
MFA Signature → Add New Browser
Key (Inactive) → Wait 7 Days
(Activate Browser Key) → DRAIN

We can’t protect them beyond this,
because ABK is encrypted and we can
only gate that with password or OTP. So,
email OTP will always be the point of
failure

https://www.notion.so/Add-Mobile-SMS-2731728d433e4c4aa1fd5e6025bb8c31?pvs=21
https://www.notion.so/Add-Passkey-ffa16af1ecb546ef98249af9250e4b95?pvs=21
https://www.notion.so/Change-Email-77d457be6fca422497cae3bca39eef75?pvs=21
https://www.notion.so/Change-Authenticator-d670a60ed4824509acd0b57bb3a0a3ff?pvs=21
https://www.notion.so/Change-Mobile-SMS-022cc28b66ce478290f7b914b75b1a3b?pvs=21
https://www.notion.so/Change-Passkey-77becd9ca7e64afbbae355328d5842e6?pvs=21
https://www.notion.so/Get-MFA-Signature-26ae1fae86c946048f4f4ceaa347a4be?pvs=21
https://www.notion.so/Hacker-Steals-Email-7b83c078e87d4dda9b92667279888802?pvs=21
https://www.notion.so/Hacker-Steals-Email-7b83c078e87d4dda9b92667279888802?pvs=21
https://www.notion.so/Hacker-Steals-Email-7b83c078e87d4dda9b92667279888802?pvs=21
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Loss States [New User]

Loss State Notes

Lose Email Recoverable by Email Providers, e.g. Google, Microsoft, etc.

Bucket Level 1

Low Security User [1x MFA Methods]

Hack States [Low Security User]

Hacker Initial
States

Action Path Notes

Hacker Steals
Email + [1x MFA
Methods]

→ Reset Password → Login
→ Get MFA Signature → Add
New Browser Key (Inactive)
→ Wait 7 Days (Activate
Browser Key) → DRAIN

Note that correlation is gonna depend
on how the user chooses to set up
their L2 MFA. Therefore, we should
recommend the first L2 they add is
yubikey or Google authenticator.

Hacker Steals
Active Device +
Credentials + [1x
MFA Methods]

→ Login → Change Email →
Get MFA Signature → DRAIN

Hacker Steals
Active Device +
Credentials +
Email

→ Login → Change MFA
Other Method → Get MFA
Signature → DRAIN

Loss States [Low Security User]

Loss State Notes

Lose [Active Device,
Credentials, Email] + Lose [1x

Most correlated items would be iPhone (SMS + Device
ABK) —discouraging users from SMS as their only MFA

https://www.notion.so/Lose-Email-15522c3a76cb43c59155aa4ddaf90451?pvs=21
https://www.notion.so/Hacker-Steals-Email-1x-MFA-Methods-cf4fb376ddc4468d9b4de54328dd18de?pvs=21
https://www.notion.so/Hacker-Steals-Email-1x-MFA-Methods-cf4fb376ddc4468d9b4de54328dd18de?pvs=21
https://www.notion.so/Hacker-Steals-Email-1x-MFA-Methods-cf4fb376ddc4468d9b4de54328dd18de?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-e898c8db2b03400e872d0fa0f4da3a33?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-e898c8db2b03400e872d0fa0f4da3a33?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-e898c8db2b03400e872d0fa0f4da3a33?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-e898c8db2b03400e872d0fa0f4da3a33?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-9dd4688d77cc4fffb5a8d543c723d26d?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-9dd4688d77cc4fffb5a8d543c723d26d?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-9dd4688d77cc4fffb5a8d543c723d26d?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-9dd4688d77cc4fffb5a8d543c723d26d?pvs=21
https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-1x-MFA-Methods-b4d34b476bbc4216b6dc3bc76069a73d?pvs=21
https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-1x-MFA-Methods-b4d34b476bbc4216b6dc3bc76069a73d?pvs=21
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Loss State Notes

MFA Methods] method is preferable.

Lose Email + Lose [Credentials,
Device]

Ethereum Signer Only User [1x Ethereum Signer]

Hack States [Ethereum Signer Only User]

Hacker Initial
States

Action Path Notes

Hacker Steals
Credentials +
Ethereum Signer

→ Login → Get Ethsig → Add New Browser
Key (Inactive) → Wait 7 Days (Activate
Browse Key) → DRAIN

Don’t store seed in
1P with your
password

Hacker Steals Email
+ Ethereum Signer

→ Get Ethsig → Reset Password → Login →
Add New Browser Key (Inactive) → Wait 7
Days (Activate Browser Key) → DRAIN

Loss States [Ethereum Signer Only User]

Loss State Notes

Loser Signer Expected loss.

Lose Credentials + Lose Email Technically: recoverable on-chain

Bucket Level 2

Medium Security User w/ Ethereum Signer [1x MFA Methods + 1x Ethereum Signer]

Hack States [Medium Security User]

Hacker Initial States Action Path

Hacker Steals Credentials + → Login → Get Ethsig → Add New Browser Key (Inactive)

https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-1x-MFA-Methods-b4d34b476bbc4216b6dc3bc76069a73d?pvs=21
https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-1x-MFA-Methods-b4d34b476bbc4216b6dc3bc76069a73d?pvs=21
https://www.notion.so/Lose-Email-Lose-Credentials-Device-9b2b257252a448f9b4a30fc2188ec4a5?pvs=21
https://www.notion.so/Lose-Email-Lose-Credentials-Device-9b2b257252a448f9b4a30fc2188ec4a5?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-ae5be15e3edc4d2a95b53938a36a5720?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-ae5be15e3edc4d2a95b53938a36a5720?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-ae5be15e3edc4d2a95b53938a36a5720?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-9113a312238745a4a4d4056df563cf16?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-9113a312238745a4a4d4056df563cf16?pvs=21
https://www.notion.so/Loser-Signer-451a5cf8c44d413a8f1247d3bf2cfbba?pvs=21
https://www.notion.so/Lose-Credentials-Lose-Email-31a118a889ed47cc9143660bb76a9eed?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-aefb9a35e74544d685a8748bb5883537?pvs=21
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Hacker Initial States Action Path

Ethereum Signer → Wait 7 Days (Activate Browser Key) → DRAIN

Hacker Steals Active Device +
Credentials + [1x MFA
Methods]

→ Login → Change Email → Get MFA Signature → DRAIN

Hacker steals Email + [1x MFA
Methods]

→ Reset Password → Login → Get MFA Signature → Add
New Browser Key (Inactive) → Wait 7 Days (Activate
Browser Key) → DRAIN

Hacker Steals Email +
Ethereum Signer

→ Reset Password → Login → Get Ethsig → Add New
Browser Key (Inactive) → Wait 7 Days (Activate Browser
Key) → DRAIN

Loss States [Medium Security User]

Loss States

Lose Ethereum Signer + Lose [1x MFA Method]

Lose Credentials + Lose Email

Lose Active Device + Lose Email + Lose Ethereum Signer

Medium Security User [2x MFA Methods]

Hack States [Medium Security User]

Hacker Initial States Action Path

Hacker Steals Active Device +
Credentials + [1x MFA
Methods]

→ Login → Change Email → Change Other MFA Method
→ Get MFA Signature → DRAIN

Hacker steals Active Device +
Email + [1x MFA Methods]

→ Reset Password → Login → Change Other MFA
Method → Get MFA Signature → DRAIN

Hacker steals Email + [2x MFA
Methods]

→ Reset Password → Login → Get MFA Signature → Add
New Browser Key (Inactive) → Wait 7 Days (Activate
Browser Key) → DRAIN

https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-aefb9a35e74544d685a8748bb5883537?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-aefb9a35e74544d685a8748bb5883537?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-11eba2ff5d8f4b239706693146c43762?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-11eba2ff5d8f4b239706693146c43762?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-11eba2ff5d8f4b239706693146c43762?pvs=21
https://www.notion.so/Hacker-steals-Email-1x-MFA-Methods-f588655d91fd4eaa9110476ce601011c?pvs=21
https://www.notion.so/Hacker-steals-Email-1x-MFA-Methods-f588655d91fd4eaa9110476ce601011c?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-5539ce3ffb5e4bbfad3ce8f74c49149a?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-5539ce3ffb5e4bbfad3ce8f74c49149a?pvs=21
https://www.notion.so/Lose-Ethereum-Signer-Lose-1x-MFA-Method-dad95183074b4d8ab54d862296085946?pvs=21
https://www.notion.so/Lose-Credentials-Lose-Email-df9c762f23574c4aa882e9aa6067f5bd?pvs=21
https://www.notion.so/Lose-Active-Device-Lose-Email-Lose-Ethereum-Signer-75b3a1826d5646d787a1ba68b6b3c3f7?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-ea7f1869e43f482fa0d7a4337424a70f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-ea7f1869e43f482fa0d7a4337424a70f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-1x-MFA-Methods-ea7f1869e43f482fa0d7a4337424a70f?pvs=21
https://www.notion.so/Hacker-steals-Active-Device-Email-1x-MFA-Methods-dbdc6d0f98614b5895aec67d89c4f879?pvs=21
https://www.notion.so/Hacker-steals-Active-Device-Email-1x-MFA-Methods-dbdc6d0f98614b5895aec67d89c4f879?pvs=21
https://www.notion.so/Hacker-steals-Email-2x-MFA-Methods-42912b5f907e4d38a38d639735506c1e?pvs=21
https://www.notion.so/Hacker-steals-Email-2x-MFA-Methods-42912b5f907e4d38a38d639735506c1e?pvs=21
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Loss States [Medium Security User]

Loss States

Lose Active Device + Lose [1x MFA Methods]

Lose Email + Lose [Active Device, Credentials]

Lose [2x MFA Methods]

Bucket Level 3

High Security User w/ Ethereum Signer [2x MFA Methods + Ethereum Signer]

Hack States [High Security User w/ Ethereum Signer]

Hacker Initial State Action Paths

Hacker Steals Credentials +
Ethereum Signer

→ Login → Get Ethsig → Add New Browser Key
(Inactive) → Wait 7 Days (Activate Browser Key) →
DRAIN

Hacker Steals Active Device +
Credentials + Email + [1x MFA
Methods]

→ Login → Change Other MFA Method → Get MFA
Signature → DRAIN

Hacker Steals Active Device +
Credentials + [2x MFA Methods]

→ Login → Change Email → Get MFA Signature →
DRAIN

Hacker Steals Email +
Ethereum Signer + [1x MFA
Methods]

→ Reset Password → Login → Get Ethsig → Add New
Browser Key (Inactive) → Wait 7 Days (Activate
Browser Key) → DRAIN

Hacker Steals Email + [2x MFA
Methods]

→ Reset Password → Login → Get MFA Signature → Add
New Browser Key (Inactive) → Wait 7 Days (Activate
Browser Key) → DRAIN

Hacker Steals Ethereum Signer
+ [2x MFA Methods]

→ Get Ethsig → Change Email → Reset Password →
Login → Add New Browser Key (Inactive) → Wait 7 Days
(Activate Browser Key) → DRAIN

https://www.notion.so/Lose-Active-Device-Lose-1x-MFA-Methods-b0f8ac9b139f469da40793c1e4bbf84f?pvs=21
https://www.notion.so/Lose-Email-Lose-Active-Device-Credentials-33aefb78f4364b1a9b1765ec7a6eb1bf?pvs=21
https://www.notion.so/Lose-2x-MFA-Methods-ae4d682de6364175b53cfbf4ed5fff11?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-9a8b3aa7d9594fd0905d9a4104bf51bc?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-9a8b3aa7d9594fd0905d9a4104bf51bc?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-7cf283c8bf1f49fbbbe3cf1befc277c9?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-7cf283c8bf1f49fbbbe3cf1befc277c9?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-7cf283c8bf1f49fbbbe3cf1befc277c9?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-e53e096aafa24369b6e550ee0a63af2e?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-e53e096aafa24369b6e550ee0a63af2e?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-1x-MFA-Methods-14921d8e55df4f4f973645e180dfc39b?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-1x-MFA-Methods-14921d8e55df4f4f973645e180dfc39b?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-1x-MFA-Methods-14921d8e55df4f4f973645e180dfc39b?pvs=21
https://www.notion.so/Hacker-Steals-Email-2x-MFA-Methods-6e61d908f5ed471f8e05b6b8bc673237?pvs=21
https://www.notion.so/Hacker-Steals-Email-2x-MFA-Methods-6e61d908f5ed471f8e05b6b8bc673237?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-2x-MFA-Methods-91cb55d8ca104935967437aeac7217f2?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-2x-MFA-Methods-91cb55d8ca104935967437aeac7217f2?pvs=21
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Loss States [High Security User]

Loss States

Lose [Active Device, Credentials, Email] + Lose [1x MFA Methods] + Lose Ethereum Signer

Lose Ethereum Signer + Lose Email + Lose [Credentials, Active Device]

Lose [Credentials, Ethereum Signer] + Lose [2x MFA Methods]

Lose Credentials + Lose Email + Lose [1x MFA Methods]

High Security User [3x MFA Methods]

Hack States [High Security User]

Initial Hacker State Action Path

Hacker Steals Active Device +
Credentials + Email + [1x MFA
Methods]

→ Login → Change Other MFA Method → Get MFA
Signature → DRAIN

Hacker Steals Email + [2x MFA
Methods]

→ Reset Password → Login → Get MFA Signature → Add
New Browser Key (Inactive) → Wait 7 Days (Activate
Browser Key) → DRAIN

Hacker Steals Active Device +
Credentials + [2x MFA
Methods]

→ Login → Change Email → Get MFA Signature → DRAIN

Hacker Steals [3x MFA
Methods]

→ Change Email → Get MFA Signature → Reset
Password → Login → Add New Browser Key (Inactive) →
Wait 7 Days (Activate Browser Key) → DRAIN

Loss States [High Security User]

Loss State Notes

Lose [3x MFA Methods]

Lose [Active Device, Credentials, Email] + Lose [2x MFA Methods]

https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-1x-MFA-Methods-Lose-Ethereum-Signer-f8894674f7f8460399ad421de7469cee?pvs=21
https://www.notion.so/Lose-Ethereum-Signer-Lose-Email-Lose-Credentials-Active-Device-da7adfdf5d094c7885cfcc887943b48b?pvs=21
https://www.notion.so/Lose-Credentials-Ethereum-Signer-Lose-2x-MFA-Methods-ce16214e2ffe4f479d4abf1cd2c03235?pvs=21
https://www.notion.so/Lose-Credentials-Lose-Email-Lose-1x-MFA-Methods-273b364555c748eab92782a826b68533?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-08f5d36f5c72415fb632e7c4d6fde1bc?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-08f5d36f5c72415fb632e7c4d6fde1bc?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-Email-1x-MFA-Methods-08f5d36f5c72415fb632e7c4d6fde1bc?pvs=21
https://www.notion.so/Hacker-Steals-Email-2x-MFA-Methods-e2d9311376c040afa321a20528d6cdeb?pvs=21
https://www.notion.so/Hacker-Steals-Email-2x-MFA-Methods-e2d9311376c040afa321a20528d6cdeb?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-3e84568812ca4da6aa1d9639cb003f5c?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-3e84568812ca4da6aa1d9639cb003f5c?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-3e84568812ca4da6aa1d9639cb003f5c?pvs=21
https://www.notion.so/Hacker-Steals-3x-MFA-Methods-d4bfde2661d340df8ef48a15cd536ab3?pvs=21
https://www.notion.so/Hacker-Steals-3x-MFA-Methods-d4bfde2661d340df8ef48a15cd536ab3?pvs=21
https://www.notion.so/Lose-3x-MFA-Methods-b8e701fd4b124989bb43dbb035938dd8?pvs=21
https://www.notion.so/Lose-Active-Device-Credentials-Email-Lose-2x-MFA-Methods-12a11eec9f064c638deaedfc4567098b?pvs=21
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Loss State Notes

Lose Credentials + Lose Email + Lose [1x MFA Methods]

Lose Device + Lose Email + Lose [1x MFA Methods]

Bucket Level 4

Maximum Security User [All Security Methods Enabled]

Hack States [Maximum Security User]

Initial
Hacker State

Action Path

Hacker Steals
Credentials +
Ethereum
Signer + [1x
MFA Methods]

→ Login → Get Ethsig → Add New Browser Key (Inactive) → Wait 7 Days
(Activate Browser Key) → DRAIN

Hacker Steals
Active Device +
Credentials +
[2x MFA
Methods]

→ Login → Change Email → Get MFA Signature → DRAIN

Hacker Steals
Credentials +
Email + [2x
MFA Methods]

→ Login → Get MFA Signature → Add New Browser Key (Inactive) →
Wait 7 Days (Activate Browser Key) → DRAIN

Hacker Steals
Email +
Ethereum
Signer + [2x
MFA Methods]

→ Reset Password → Login → Get Ethsig → Add New Browser Key
(inactive) → Wait 7 Days (Activate Browser Key) → DRAIN

Hacker Steals
Email + [3x
MFA Methods]

→ Reset Password → Login → Get MFA Signature → Add New Browser
Key (Inactive) → Wait 7 Days (Activate Browser Key) → DRAIN

Hacker Steals
Ethereum

→ Get Ethsig → Change Email → Reset Password → Login → Add New
Browser Key (inactive) → Wait 7 Days (Activate Browser Key) →

https://www.notion.so/Lose-Credentials-Lose-Email-Lose-1x-MFA-Methods-7ed40447db5a4fe38ac7c22a22656888?pvs=21
https://www.notion.so/Lose-Device-Lose-Email-Lose-1x-MFA-Methods-d8be3fcf4688451e910c35fef12f5700?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-1x-MFA-Methods-879c77cf694f4314970dac5398320b67?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-1x-MFA-Methods-879c77cf694f4314970dac5398320b67?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-1x-MFA-Methods-879c77cf694f4314970dac5398320b67?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-1x-MFA-Methods-879c77cf694f4314970dac5398320b67?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Ethereum-Signer-1x-MFA-Methods-879c77cf694f4314970dac5398320b67?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-a5b953b9c9ba44f5b1c577fc8dff6d0f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-a5b953b9c9ba44f5b1c577fc8dff6d0f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-a5b953b9c9ba44f5b1c577fc8dff6d0f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-a5b953b9c9ba44f5b1c577fc8dff6d0f?pvs=21
https://www.notion.so/Hacker-Steals-Active-Device-Credentials-2x-MFA-Methods-a5b953b9c9ba44f5b1c577fc8dff6d0f?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Email-2x-MFA-Methods-0d8aaae86cba422ab449ed8904126a31?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Email-2x-MFA-Methods-0d8aaae86cba422ab449ed8904126a31?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Email-2x-MFA-Methods-0d8aaae86cba422ab449ed8904126a31?pvs=21
https://www.notion.so/Hacker-Steals-Credentials-Email-2x-MFA-Methods-0d8aaae86cba422ab449ed8904126a31?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-2x-MFA-Methods-d41fc30dc9774c44bea9f3c7109f162f?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-2x-MFA-Methods-d41fc30dc9774c44bea9f3c7109f162f?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-2x-MFA-Methods-d41fc30dc9774c44bea9f3c7109f162f?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-2x-MFA-Methods-d41fc30dc9774c44bea9f3c7109f162f?pvs=21
https://www.notion.so/Hacker-Steals-Email-Ethereum-Signer-2x-MFA-Methods-d41fc30dc9774c44bea9f3c7109f162f?pvs=21
https://www.notion.so/Hacker-Steals-Email-3x-MFA-Methods-6468a81d77a649e89a205a12d30de051?pvs=21
https://www.notion.so/Hacker-Steals-Email-3x-MFA-Methods-6468a81d77a649e89a205a12d30de051?pvs=21
https://www.notion.so/Hacker-Steals-Email-3x-MFA-Methods-6468a81d77a649e89a205a12d30de051?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
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Initial
Hacker State

Action Path

Signer + [3x
MFA Methods]

DRAIN ————————————————————— → Change Email
→ Get MFA Signature → Reset Password → Login → Add New Browser
Key (Inactive) → Wait 7 Days (Activate Browser Key) → DRAIN

Loss States [Maximum Security User]

Loss State

Lose [3x MFA Methods]

Lose [Credentials, Ethereum Signer] + Lose [2x MFA Methods]

Lose Credentials + Lose [Email, Ethereum Signer] + Lose [1x MFA Methods]

Lose [Credentials, Device] + Lose Email + Lose Ethereum Signer

https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
https://www.notion.so/Hacker-Steals-Ethereum-Signer-3x-MFA-Methods-0bdb0d95cf37421b9e8b2349b887fdfb?pvs=21
https://www.notion.so/Lose-3x-MFA-Methods-2bb1ebe9851b4fe3a78feb9249f56b55?pvs=21
https://www.notion.so/Lose-Credentials-Ethereum-Signer-Lose-2x-MFA-Methods-76a4e4e1534346578cca1b438723316a?pvs=21
https://www.notion.so/Lose-Credentials-Lose-Email-Ethereum-Signer-Lose-1x-MFA-Methods-4e00a7f475bc4c899d74db0c567acfef?pvs=21
https://www.notion.so/Lose-Credentials-Device-Lose-Email-Lose-Ethereum-Signer-84c17e076ebc42818e6788b74981784e?pvs=21

